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LOST LAPTOPS & STOLEN CELLS:
WHAT TO DO ABOUT LOST DEVICES

In the US--3 million smartphones and 600,000+ laptops stolen yearly
Dangers: Identity Theft, Financial Loss, Home Invasion, and/or Threats

to Family

Use strong password or biometric authentication
Enable encryption

Make backups to external or cloud

Enable ‘Find My Phone”

Attach physical tag with contact

Record phone IMEI or MEID

Allow employees to use personal devices for work purposes
Pros: Company cost savings, may simplify employee life

Cons: Security, data, compliance risks; keeping personal & work separate

Device enrolled in business endpoint management service
Business data & apps ‘partitioned’ in separate logical section

Device lost/stolen? Business only data wiped or full device wiped.

Personal: try to locate & wipe, report to authorities, report to carrier,
consider a factory reset if found
BYOD or Business: report to management, wipe business section or full \

device, report to carrier, do factory if returned
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